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Abstract 34 

This document specifies a new device, called an Access Controller, which performs several DCI 35 

functions.  This document also specifies several initial configuration requirements that an RFID Reader 36 

or Client must satisfy, in order for DCI operations to be successful.  The purpose of the protocol 37 

specified here is to identify how the Reader is able to discover one or more Clients,  the Client to 38 

discover one or more Readers, and for the Reader to obtain configuration information, download 39 

firmware, and initialize operations to allow other Reader Operation protocols to operate. 40 

Audience for this document 41 

The target audience for this specification includes: 42 

RFID Network Infrastructure vendors 43 

Reader vendors 44 

EPC Middleware vendors 45 

System integrators 46 

Status of this document 47 

This section describes the status of this document at the time of its publication within the Working 48 

Group, Technical and Business Steering Committees and the EPCglobal Board.  This document has 49 

completed all the required EPCglobal Standards Development Process steps and it has been fully ratified 50 

by the EPCglobal Board on June 10
th

, 2009.   51 

Comments on this document should be sent to the attention of EPCglobal Software Action Group 52 

Reader Operations Working Group using the following email address:  epcinchelp@epcglobalinc.org. 53 
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1 Introduction 104 

This document specifies an interface between RFID Readers and Access Controllers and the network on 105 

which they operate.  The purpose of this document is to specify the necessary and optional operations of 106 

a Reader and Client that allow them to utilize the network to which they are connected to communicate 107 

with other devices, exchange configuration information, and initialize the operation of each Reader, so 108 

that the Reader Operations Protocols can be used to control the operation of the Readers to provide tag 109 

and other information to the Client.  To facilitate these operations by the Reader, an Access Controller 110 

provides several functions, described below.   111 

Following are the responsibilities of this interface: 112 

 Provide a means for the Reader to discover one or more Access Controllers. 113 

 Provide a means for the Access Controller to discover one or more Readers. 114 

 Provide a means for the Reader to discover one or more Clients. 115 

 Provide a means for the Reader and Access Controller to exchange identity information and 116 

authenticate that identity information. 117 

 Provide a means for the Client and Access Controller to authenticate their communications and 118 

operations.  119 

 Provide a means for the Access Controller to configure the Reader, including a means to update 120 

the software and/or firmware on the Reader. 121 

 Provide a means for the Access Controller to initialize the Reader, providing parameters 122 

necessary for the Reader to begin operation. 123 

 Provide a means for the Reader and Access Controller to exchange vendor-specific information. 124 

The Access Controller is a function that is described in this specification to separate these functions 125 

from those of a Reader or Client.  An Access Controller can be coincident with a host running other 126 

Reader Operations protocols or it can be in a separate host.  The following figure shows the relationships 127 

between the Reader, Client, other network services, and Access Controller. 128 

 129 
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 130 

Figure 1-1, DCI network architecture 131 

2 Role within the EPCglobal Network Architecture 132 

Within the EPCglobal architecture, DCI performs a Reader Management (RM) role, but addresses 133 

different requirements than the existing Reader Management specification [RM]. DCI and RM do not 134 

depend on each other, so products can choose to implement either, neither, or both of RM and DCI.  135 

Specifically, the EPCglobal RM specification defines methods for monitoring the health of Readers and 136 

allowing readers to notify management systems of potential issues.  The DCI specification provides 137 

requirements and protocols that are implemented in both the Reader and an Access Controller device, 138 

allowing each to discover the other on the network, allowing the Access Controller to configure the 139 

Reader, to download firmware to the Reader, and to initialize the operation of the Reader.  The access 140 

control function is not described in the current EPCglobal architecture.  141 

3 Terminology and Typographical Conventions 142 

Within this specification, the terms SHALL, SHALL NOT, SHOULD, SHOULD NOT, MAY, NEED 143 

NOT, CAN, and CANNOT are to be interpreted as specified in Annex G of the ISO/IEC Directives, Part 144 

2, 2001, 4th edition [ISODir2].  When used in this way, these terms will always be shown in ALL 145 

CAPS; when these words appear in ordinary typeface they are intended to have their ordinary English 146 

meaning. However in this document only a subset of the terms listed above SHALL be used.  The subset 147 

of acceptable terms includes the following:  SHALL and MAY. The terms, SHOULD, SHOULD NOT, 148 

NEED NOT, CAN, and CANNOT, SHALL NOT be used. 149 

All sections of this document, with the exception of Section 1 and Section 2, are normative, except 150 

where explicitly noted as non-normative. 151 
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The following typographical conventions are used throughout the document: 152 

ALL CAPS type is used for the special terms from [ISODir2] enumerated above. 153 

Monospace type is used to denote programming language, UML, and XML identifiers, as well as for 154 

the text of XML documents. 155 

4 Overview of DCI 156 

DCI provides a Reader with the information necessary to establish or accept a connection with a Client 157 

across a network.  DCI provides initial device configuration to a Reader, sufficient to begin network 158 

communication.  DCI also provides firmware image management for a Reader. 159 

DCI utilizes the Control and Provisioning of Wireless Access Points (CAPWAP) protocol [CAPWAP].  160 

CAPWAP must be implemented by both the Reader and the Access Controller.  DCI operation 161 

comprises the following phases: 162 

 Device discovery 163 

 Device authentication and identity exchange 164 

 Firmware download, if necessary 165 

 Device configuration 166 

 Device initialization 167 

 168 

 169 

 170 
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 171 
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Figure 4-1, DCI Overview 172 

5 Initial Conditions for Reader and Access Controller 173 

In order for a Reader and Access Controller to communicate on a network, a proper IP address must be 174 

used by each device.  It is the responsibility of the manufacturer to provide a means for the Reader or 175 

Access Controller device to obtain an IP address and other such IP configuration information necessary 176 

to operate on the network to which the device is attached.  It is beyond the scope of this document to 177 

specify how this information is obtained.  It is also the responsibility of the Reader manufacturer to 178 

provide a means for the Reader to obtain the IP address of at least one Access Controller and for the 179 

Access Controller manufacturer to provide a means for the Access Controller to obtain the IP address of 180 

at least one Reader.  There are several methods that might be used to obtain the IP addresses of a Reader 181 

or Access Controller.  Specification of these methods is beyond the scope of this document. 182 

6 Discovery protocol 183 

Using an IP address of an Access Controller device, the Reader exchanges messages with the Access 184 

Controller, identifying and authenticating itself to the Access Controller device.   185 

6.1 Discovery protocol operation 186 

The Reader and Access Controller device SHALL implement the discovery protocol as described in the 187 

CAPWAP protocol [CAPWAP].  The Reader device SHALL perform as a wireless termination point 188 

(WTP), as described in [CAPWAP].  The Access Controller device SHALL perform as an access 189 

controller (AC) as described in [CAPWAP].  Both the WTP and AC SHALL implement the complete 190 

CAPWAP protocol, to the extent that any legal CAPWAP frame received is processed as required in 191 

[CAPWAP] and a valid response is transmitted when required by the protocol.  Should the WTP or AC 192 

receive a CAPWAP packet or a message element in a CAPWAP packet that is optional or that is not 193 

understood by the implementation, the minimum behavior required of the implementation is that the 194 

unknown material is gracefully ignored and any required CAPWAP response is properly transmitted. 195 

6.2 Reader operation during discovery 196 

The Reader shall begin the discovery process by sending a CAPWAP Discovery Request message to 197 

one or more Access Controller addresses determined by manual, DNS, DHCP configuration, or 198 

broadcast.  If the Reader is configured with a Primary Access Controller, analogous to the Primary AC 199 

in [CAPWAP], the Reader shall send the CAPWAP Discovery Request message.  The format of the 200 

Discovery Request or Primary Discovery Request message shall be as defined in section 5.1 or 5.3 of 201 

[CAPWAP], respectively.  The content of the individual message elements contained in the Discovery 202 

Request shall be as defined below. 203 

6.2.1 Discovery Type 204 

The value of the Discovery Type field shall indicate the method used to obtain the address of the Access 205 

Controller that is addressed by the Discovery Request message. 206 

6.2.2 WTP Descriptor 207 

The fields of the WTP Descriptor shall contain the information described in 4.6.41 of [CAPWAP].  The 208 

value of the Active Software Version field contained within the WTP Descriptor SHALL be encoded 209 
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with the same format as the value encoded in the Image Identifier such that upon downloading an image 210 

referenced by an Image Identifier and activating that image through reboot, the WTP reports as the value 211 

in its new Active Software Version field the same image identifier value.  The value of the Other 212 

Software Version field contained within the WTP Descriptor SHALL be encoded with the same format 213 

as the Active Software Version field. 214 

6.2.3 WTP Frame Tunnel Mode 215 

The value of the Tunnel Mode field of the WTP Frame Tunnel Mode message element shall be 1, 216 

indicating local bridging.  This field is required for compliance with CAPWAP.  It has no significance 217 

for DCI.  The format of this field is described in 4.6.43 218 

 of [CAPWAP]. 219 

6.2.4 WTP MAC Type 220 

The value of the MAC Type field of the WTP MAC Type message element shall be 0, indicating Local 221 

MAC.  This field is required for compliance with CAPWAP.  It has no significance for DCI.  The format 222 

of this field is described in 4.6.46 of [CAPWAP]. 223 

6.3 Access Controller operation during discovery 224 

The Access Controller shall respond to all Discovery Request and Primary Discovery Request messages 225 

with a Discovery Response or Primary Discovery Response message, as described in section 5.2 and 5.4 226 

of [CAPWAP], respectively.  The content of both messages is defined below. 227 

6.3.1 AC Descriptor 228 

The fields of the AC Descriptor message element shall be set as follows. 229 

The Stations field shall be 0.  This field is required for compliance with CAPWAP.  It has no 230 

significance for DCI. 231 

The Limit field shall be 0.  This field is required for compliance with CAPWAP.  It has no significance 232 

for DCI. 233 

The Active WTPs field shall indicate the number of Readers currently joined to the Access Controller. 234 

The Max WTPs field shall indicate the maximum number of Readers that the Access Controller is able 235 

to support. 236 

The Security field shall indicate the credential used by the AC, as defined in section 4.6.1 of 237 

[CAPWAP]. 238 

The R-MAC and Wireless fields shall be 0.  This field is required for compliance with CAPWAP.  It has 239 

no significance for DCI. 240 

The remaining fields shall contain values as specified in section 4.6.1 of [CAPWAP]. 241 

6.3.2 AC Name 242 

The Name field of the AC Name message element shall contain a UTF-8 string, as defined in 4.6.4 of 243 

[CAPWAP]. 244 
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6.3.3 CAPWAP Control IPv4 Address 245 

Both the IP Address and WTP Count fields of this message element shall be 0.  This field is required for 246 

compliance with CAPWAP.  It has no significance for DCI. 247 

6.3.4 CAPWAP Control IPV6 Address 248 

Both the IP Address and WTP Count fields of this message element shall be 0.  This field is required for 249 

compliance with CAPWAP.  It has no significance for DCI. 250 

7 Device identification and authentication 251 

The Reader and Access Controller devices SHALL use DTLS [DTLS] to perform the necessary 252 

exchange of identity and authentication, as described in [CAPWAP].  Upon successful establishment of 253 

the DTLS tunnel, the Reader and Access Controller devices SHALL perform the Join portion of the 254 

CAPWAP protocol, as described in [CAPWAP]. 255 

8 Firmware download 256 

Once the Reader and Access Controller devices have completed the Join portion of the CAPWAP 257 

protocol, the Reader has provided the Access Controller with its firmware version information.  The 258 

Access Controller may implicitly trigger the start of the download by the WTP by sending an image 259 

information different than the age currently active on the Reader.  The Access Controller and Reader 260 

SHALL support the firmware download mechanism described in section 9.1 of [CAPWAP].  It should 261 

be noted that, while the operation is called “firmware download”, this mechanism allows the download 262 

of arbitrary files, identified by their file desctriptor (it could be name, version number, etc) (see section 263 

8.1.2). 264 

When operating in the CAPWAP Run state, an AC MAY indicate any file in an Image Identifier.  The 265 

Reader SHALL commence downloading the image, when the file indicated by the Image Identifier does 266 

not match the corresponding local file, even if the local file does not exist.  If the image downloaded 267 

corresponds to a firmware or software file, the Reader SHALL begin executing the image upon the next 268 

hardware or software reset event.  If the image downloaded does not correspond to a firmware or 269 

software file, DCI makes no requirements on how such a file is handled. 270 

 271 

When operating in the CAPWAP Join state, an AC SHALL indicate only a file corresponding to a 272 

firmware or software file in the Image Identifier of the Join Response packet. If the Reader receives an 273 

Image Identifier other than one corresponding to a firmware or software file, the Reader SHALL ignore 274 

the Image Identifier.  After successfully downloading an image in the CAPWAP Image Date state, the 275 

Reader SHALL reset and begin executing the newly downloaded image immediately. 276 

 277 

8.1 Access Controller operation during download 278 

The Access Controller shall use the Image Data Request message, as described in section 9.1.1 of 279 

[CAPWAP].  The content of the Image Data Request message shall be as described below. 280 

8.1.1 Image Data 281 

The content of this message element shall be as described in section 4.6.27 of [CAPWAP].   282 
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8.1.2 Image Identifier 283 

This message element shall be sent to the Reader by the Access Controller to begin the download 284 

process.  The content of the Value field shall be as described in 4.6.28 of [CAPWAP].  The value of the 285 

Active Software Version field contained within the WTP Descriptor SHALL be encoded with the same 286 

format as the value encoded in the Image Identifier, such that upon downloading an image referenced by 287 

an Image Identifier and activating that image through reboot, the WTP reports as the value in its new 288 

Active Software Version field the same image identifier value.  Similarly, the Other Software Version 289 

field contained within the WTP Descriptor SHALL be encoded with the same format as the Active 290 

Software Version field. 291 

8.2 Reader operation during download 292 

The Reader shall respond to each Image Data Request message with an Image Data Response message, 293 

as described in section 9.1.2 of [CAPWAP].   294 

9 Reader Device Configuration 295 

Using [CAPWAP] control frames, the Reader device SHALL inform the Access Controller of its 296 

current configuration.  The Access Controller device SHALL use [CAPWAP] control frames to make 297 

any changes to the Reader device configuration, including providing the Reader with the information 298 

necessary for it to communicate with Clients providing Reader Operations protocols. 299 

9.1 Configuration Status message 300 

The Reader SHALL send the Configuration Status message to the AC, as described in section 8.2 of 301 

[CAPWAP].  The message element  that has values specified in DCI is:  302 

9.1.1 Radio Administrative State 303 

The Radio Administrative State message element SHALL contain the Radio ID and Admin State as 304 

defined in 4.6.31 of [CAPWAP].  The values for these fields SHALL be zero when sent by the WTP 305 

and ignored by the AC on reception.  This element SHALL NOT be used for managing the radio(s) in 306 

the WTP.  Radio management is the responsibility of the reader protocol. 307 

9.2 Configuration Status Response message 308 

The AC SHALL send the Configuration Status Response message to the Reader, as described in section 309 

8.3 of [CAPWAP]. 310 

9.3 Configuration Update Request message 311 

The AC SHALL send the Configuration Update Request message to the Reader, as described section 8.4 312 

of [CAPWAP].  In addition to the message elements listed in [CAPWAP], the AC MAY send one or 313 

more Client message elements (see 9.5.3) or Reader Configuration message elements (see 9.5.4).  The 314 

AC MAY send a single Reader Role message element.  As described in 9.1.3, the Radio Administrative 315 

State message element SHALL NOT be used for managing the radio(s) in the WTP.  Radio management 316 

is the responsibility of the reader protocol. 317 



 

 

 Copyright © 2006-2009 EPCglobal
®

, All Rights Reserved. Page 12 of 26 

9.4 Configuration Update Response message 318 

In response to the receipt of a Configuration Update Request message, the Reader SHALL send a 319 

Configuration Update Response message, as described in section 8.5 of [CAPWAP]. 320 

9.5 EPCglobal binding-specific CAPWAP message elements 321 

This section defines the EPCglobal binding specific CAPWAP protocol message elements. As specified 322 

in CAPWAP, each message element uses the TLV (Type, Length, Value) format. The CAPWAP 323 

protocol has allocated type values 3072-4095 for EPGglobal message elements (Section 4.6 of 324 

[CAPWAP]). Because that number space is intended to be used for RFID-related message element 325 

requirements, this specification further divides the EPCglobal number space to allow other RFID 326 

standards bodies such as ISO to extend the DCI protocol with message elements specific to their 327 

requirements. To that effect, the EPCglobal type value space is further segmented as: 328 

EPCglobal Message Elements 3072-3899 

ISO Message Elements 3900-3994 

RFU 3995-4095 

 329 

9.5.1 EPCglobal Radio Information 330 

This is a null message element.  The format of the message element is shown in Figure 9-1. 331 

 332 

 0                   1                   2                   3 333 

 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 334 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 335 

|              Type             |            Length             | 336 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 337 

Figure 9-1, EPCglobal Radio Information message element 338 

Type: The value of the Type filed SHALL be 3072 (decimal). 339 

Length: The value of the Length field SHALL be zero. 340 

9.5.2 EPCglobal Statistics message element 341 

The definition of this message element is required for compliance with the CAPWAP protocol.  This is a 342 

null message element.  All statistics information is carried in other EPCglobal protocols.  The format of 343 

the message element is shown in Figure 9-2. 344 

 345 
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 0                   1                   2                   3 346 

 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 347 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 348 

|              Type             |            Length             | 349 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 350 

Figure 9-2, EPCglobal Statistics message element 351 

Type: The value of the Type filed SHALL be 3073 (decimal). 352 

Length: The value of the Length field SHALL be zero. 353 

9.5.3 Client message element 354 

The Client message element is a binding specific message element and SHALL conform to the format 355 

for such message elements defined in section 4.6 of [CAPWAP].  The Client message element provides 356 

information to the Reader about a single Client device.  The format of the message element is shown 357 

Figure 9-3. 358 

 359 

 0                   1                   2                   3 360 

 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 361 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 362 

|              Type             |            Length             | 363 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 364 

|                           IP Address                          | 365 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 366 

|           Port Number         |I|A|T|        Protocol         | 367 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 368 

|                          Credentials                          | 369 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 370 

Figure 9-3, Client message element 371 

Type: The value for the Type field shall be 3074 (decimal). 372 

Length: The value of the Length field shall be 12 (decimal). 373 

IP Address: The IP Address is the address of the host containing the Client. 374 

Port Number: The Port Number is the port at which to contact the Client to open a connection. 375 

I: The I flag indicates that the Client supports the Reader performing in the initiator role when 376 

contacting the Client. 377 

A: The A flag indicates that the Client supports the Reader performing in the Acceptor role. 378 

T: The T flag indicates that the Client requires the protocol session to be protected using TLS. 379 
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Protocol: This field identifies the reader protocol using the indicated Port Number.  The field is a 13-bit 380 

integer.  The values for each supported protocol are given in Table 9-1. 381 

 382 

Value Protocol 

0 LLRP 1.x 

1-8191 Reserved for future standardization 

Table 9-1, Protocol Values 383 

 384 

Credentials: The Credentials field is a bit field indicating the credential types supported by the reader 385 

protocol Client for establishment of a TLS session.  This field SHALL be transmitted as zero when the T 386 

flag is zero.  This field SHALL be ignored on receipt when the T flag is zero.  The supported credentials 387 

are shown in Table 9-2. 388 

 389 

Bit Credential Type 

0 X.509 Certificate 

1-31 Reserved 

Table 9-2, Credential Types 390 

9.5.4 Reader Configuration message element 391 

The Reader Configuration message element provides information to the Reader on the configuration it is 392 

to adopt.  The format of the message element is in Figure 9-4. 393 

 394 

 0                   1                   2                   3 395 

 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 396 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 397 

|              Type             |            Length             | 398 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 399 

|C|                          Reserved                           | 400 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 401 

Figure 9-4, Reader Configuration Message Element 402 

Type: The value for the Type field shall be 3075 (decimal). 403 

Length: The value of the Length field shall be 4 (decimal). 404 

C bit: The C bit is used to indicate that the Reader is allowed to accept or establish connections using 405 

reader protocols independent of the CAPWAP state machine, when the value of the bit is 1.  When the 406 

value of the bit is zero, the Reader is allowed to accept or establish connections using reader protocols 407 

only when the CAPWAP state machine is in the RUN state (see section 2.3 of [CAPWAP]. 408 
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9.5.5 Reader Role message element 409 

The Reader Role message element provides a means to initialize the value for the role of the reader.  The 410 

format of the message element is in Figure 9-5. 411 

 412 

 0                   1                   2                   3 413 

 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 414 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 415 

|              Type             |            Length             | 416 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 417 

|                             Role                              | 418 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 419 

Figure 9-5, Reader Role Message Element 420 

Type: The value for the Type field shall be 3076 (decimal). 421 

Length: The value of the Length field shall be equal to the length of the Role field plus 4. 422 

Role: The Role field is a UTF-8 string.  The string is NOT zero terminated. 423 

10 Connections 424 

This section describes the requirements for the CAPWAP and other protocols the Reader implements 425 

with regard to those protocol connections. 426 

10.1 CAPWAP connection 427 

After completing CAPWAP discovery, the Reader and Access Controller SHALL maintain the 428 

CAPWAP connection using the CAPWAP Echo and Echo Response packets, as described in section 7 429 

of [CAPWAP].  The Reader SHALL perform in the role of the CAPWAP WTP.  The Access Controller 430 

SHALL perform in the role of the CAPWAP AC.  Both Reader and Access Controller SHALL 431 

implement the CAPWAP Timers message element defined in section 4.6.14 of [CAPWAP]. 432 

10.2 Other reader protocol connections and migration scenario 433 

It is expected that Readers will be deployed prior to the completion of the DCI protocol and the 434 

availability of Access Controllers.  This will lead eventually to deployments where there are Readers 435 

that do not implement DCI with Readers that do implement DCI on the same network.  It is desirable to 436 

be able to deploy the Readers that do implement DCI in the same fashion as those already in the network 437 

that do not implement DCI.  This requires that the DCI-capable Reader be able to operate with DCI 438 

disabled, as well as with DCI enabled. 439 

In order to support network configurations where Readers have been deployed prior to the availability of 440 

certification of the DCI protocol, a Reader SHALL have a mechanism to configure when the Reader is 441 

allowed to establish a connection using another reader protocol, e.g., LLRP.  This mechanism SHALL 442 

provide the following configurations, at a minimum. 443 

1. The Reader can establish or accept a connection using another reader protocol at any time. 444 
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2. The Reader can establish or accept a connection using another reader protocol only after successful 445 

completion of DCI, i.e., the CAPWAP protocol state machine is in the Run state (see section 2.3 of 446 

[CAPWAP]). 447 

11 Reader reset operation 448 

After the download of a new firmware image or at other times determined by the Access Controller, the 449 

Reader will be reset.  To reset the Reader, the Access Controller SHALL send a CAPWAP Reset 450 

Request packet to the Reader.  Upon receipt of the Reset Request packet, the Reader SHALL respond 451 

with a CAPWAP Reset Response packet. 452 

12 (Informative) Message sequence charts 453 

This section presents several message sequence charts to help understand the protocol operation. 454 

Once the Reader has an IP address of its own, the Reader can proceed to use the CAPWAP protocol to 455 

discover Access Controllers and to join with one of them.  After joining an Access Controller, the 456 

Reader is provided with the information necessary to communicate with an LLRP (or other future reader 457 

protocol) Client.  This is shown in Figure 12-1. 458 
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Figure 12-1, Unicast Discovery Operation 461 

When the Reader and Access Controller are on the same IP subnet, CAPWAP provides a broadcast 462 

discovery mechanism.  This is shown in Figure 12-2. 463 

 464 

 465 

Reader Client

Discovery Request

(broadcast)

Discovery Response

(with list of other Access Controllers)

Discovery Response

(with list of other Access Controllers)

Discovery Response
(with list of other Access Controllers)

DTLS Setup
(All further communication is encrypted)

Join

Request

Join

Response

Access Controller

Reader chooses 

one Access 

Controller to join

Configuration

Status

Configuration Status

Response

Configuration Update Request

(with Client message element(s))

Configuration Update

Response

LLRP (or other future RO protocol)

 466 

Figure 12-2, Broadcast Discovery Operation 467 
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 468 

Once a Reader has joined an Access Controller, the Access Controller can download firmware updates 469 

to the Reader.  The Access Controller can also cause the Reader to reset and begin operation using the 470 

new firmware.  This operation is shown in Figure 12-3. 471 

 472 

Reader Access Controller

Image Data Response

Image Data Request

Reader has joined with 

the Access Controller

Image Data Response

Image Data Request

Image Data Response

Image Data Request

Reset Response

Reset Request

Arbitrary time passes

Download proceeds 

until complete

 473 

Figure 12-3, Firmware Download Operation 474 

 475 
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13 (Informative) Glossary 476 

This section provides a non-normative summary of terms used within this specification.   477 

Term Meaning 

  

 478 
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